
Hacker Report Details by Dialed Number

Xiox Corporation
S77 Airport Blvd
BurLingame.CA 94030
(415) 375-8188

CAll DATES: 1/1/92 through 12/31/92
DATA FILE NAME: C:CALLDATA.DAT
SORTED BY: Extension. Dialed Number

PAGE 1
DATE PRINTED: 04-01-1992 at 18:22:34

EXTENSION DATE TIME DAC DIALED NUMBER CITY/STATE MIN COST
-_._---_._ ..-._---------------------------------------------------------------_._ --------_.- _------._-----_ ---.-._.

3 4/02/92 2:56p 91 (414) 456-7890 20.6 S5.25
3 4/02/92 2:56p 91 (414) 456-7890 20.6 S5.25
3 4/01/92 8:45 91 (809) 456-7890 Saint Vincent. SV 15.3 S3.98

MIN/ COST/ COST/
EXTENSION USER NAME COUNT COST MIN CAll CALL MIN
3 3 S14.48 56.5 18.8 S4.83 SO.26

4 4/01/92 10:56 91 (809) 456-7890 Saint Vincent. SV 16.3 S4.23

EXTENSION
4

USER NAME COUNT
1

COST
S4.23

MIN
16.3

MINI
CALL
16.3

COST/
CAll

S4.23

COST/
MIN

SO.26

~;~;~;;-;~;~~-------------------------------------------------------------------------------------l

I MINI COST/ COSTI I
I COUNT COST MIN CAll CAll MIN I
I 4 S18.71 n.8 18.2 S4.68 SO.26 I
+-------------------------------------------------------------------------------------------------+

. ..



International Calls

Xiox Corporation
577 Airport Bl'.ld
Burlingame,CA 94030
(415) 375-8188

CALL DATES: 1/1/92 through 1/31/92
DATA FILE NAME: C:CALLDATA.DAT
SORTED BY: Dialed NUIOe,., Extension

PAGE 1
DATE PRINTED: 04-01-1992 at 18:18:33

EXTENSION DATE TIME DAC DIALED NUMBER CITY/STATE MIN COST

254 1/21/92 7:22 9011 447 16291041 Unit.Kingdom 2.7 S2.79
254 1/22/92 6:57 9011 447 16291041 Unit.Kingdom 1.5 S1.34
254 1/23/92 7:01 9011 447 16291041 Unit.Kingdom 7.0 16.49
224 1/31/92 8:20 9011 492 08426837 Fed.Rep.Ger. 0.8 S1.47
224 1/31/92 8:20 9011 499 11685577 Fed.Rep.Ger. 2.7 13.41
241 1/20/92 8:29 9011 507 52442 Paname 1.0 S1.71
241 1/20/92 8:31 9011 50752442 Paname 1.5 S2.08
224 1/23/92 4:43p 9011 612 5333277 Australia 7.7 S10.56
222 1/27/92 9:43 9011 639 125030244 Philippines 0.9 S2.50

+-------------------------------------------------------------------------------------------------+
IREPORT TOTAL

I
I
I

COONT
9

COST
132.35

MIN
25.8

MINI
CALL
2.9

COSTI
CALL

S3.59

COST/

MIN
S1.25

+-------------------------------------------------------------------------------------------------+

...



EXTENSION SUMMARY
FeR All CALLS

Xiox Corporation
577 Airport Blvd
Burlingame,CA 94030
(415) 375-8188

CALL DATES: 1/1/92 through 12/31/92
DATA FILE NAME: C:CALLDATA.DAT
SORTED BY: Extension

PAGE 1

DATE PRINTED: 04-01-1992 at 18:26:42

EXTENSION USER NAME COUNT MIN COST
MINI
CALL

COST/
CALL

COST/
MIN

1 FRONT DESK 1617 3340.1 $83.07 2.1 SO.05 SO.02
3 3 56.5 S14.48 18.8 $4.83 SO.26
4 1 16.3 $4.23 16.3 $4.23 SO.26
200 CREED ERIKSON 20 51.1 $8.41 2.6 SO.42 SO.16
201 TINA IoIISE 273 984.5 S52.26 3.6 SO.19 SO.05
2C2 Copy ROOM 26 60.0 S5.35 2.3 SO.21 SO.09
2:3 KITCHEN 10 8.8 SO.32 0.9 SO.03 SO.04
204 RECEPTION AREA 32 101.0 S1.11 3.2 SO.03 SO.01
,10 CHIP FILAK 212 n9.7 S31.15 3.4 SO.15 SO.04
211 RITA PATEL 232 664.4 S67.23 2.9 SO.29 SO.10
2'2 STUART MEYER 302 1080.9 S69.29 3.6 SO.23 SO.06
220 RAMONA RUSSELL 37 78.7 S6.13 2.1 SO.17 SO.08
221 PAT FUETSCH 235 520.5 $68.15 2.2 SO.29 SO.13
222 GREG DAVIDSON 705 3236.9 S558.25 4.6 SO.79 SO.17
223 BEN SLICK 516 2828.9 S299.53 5.5 SO.58 SO.11
224 RICHARD FRICKE 361 1778.9 S371.56 4.9 S1.03 SO.21
225 BOB BOYD 599 2592.6 S255.15 4.3 SO.43 SO.10
226 PHIL MIKKELSON 236 816.3 S203.03 3.5 SO.86 SO.25
227 RICK IoIINGET 348 987.3 S91.89 2.8 SO.26 SO.09
228 MIKE O'CONNELL 429 3209.1 S381.88 7.5 SO.89 SO.12
229 BOARD ROOM 196 815.5 $89.54 4.2 SO.46 SO.11
240 BILL WELLING 138 731.1 S93.73 5.3 SO.68 SO.13
241 JIM CRITCHFIELD 529 2638.2 $244.57 5.0 SO.46 SO.09
242 REINE THIBEAULT 370 1842.9 S217.18 5.0 SO.59 SO.12
243 C. ALTOMARE 496 1906.6 S262.99 3.8 SO.53 SO.14
244 DONNA JONES 659 3082.9 S389.25 4.7 SO.59 SO.13
251 VACANT 146 625.3 S92.61 4.3 SO.63 SO.15
252 BLAINE DEAL 20 34.8 S1.31 1.7 SO.07 SO.04
253 SARAH GERKEN 48 261.5 $4.86 5.4 SO.10 SO.02
254 DAVE SCHLOSSMAN 288 1964.1 S165.85 6.8 SO.58 SO.08
260 DIANE SCHWARTZ 819 3424.5 $463.70 4.2 SO.57 SO.14
261 TRAINING 10 27.7 $4.74 2.8 SO.47 SO.17
270 DIANA BRETZ 83 385.6 525.01 4.6 SO.30 SO.06
271 DENNIS BRETZ 51 154.5 sa.85 3.0 50.17 SO.06
272 ANI ARMSTRONG 107 297.6 511.n 2.8 SO.11 50.04
2~ Next to Tine's 7 30.4 51.19 4.3 SO.17 SO.04
274 Next to Sarah's 8 142.4 530.30 17.8 S3.79 SO.21



EXTENSION SUMMARY
FOR ALL CALLS

PAGE 2
DATE PRINTED: 04-01-1992 at 18:26:42

EXTENSION USER NAME COUNT MIN COST
MIN!
CALL

COST!
CALL

COST!
MIN

275 OUtside Ben's 1 0.4 SO.OO 0.4 SO.OO SO.OO
280 SHEREE BAYLO 317 728.0 S69.68 2.3 SO.22 SO.10
290 Carl Steffens 36 93.6 S".20 2.6 SO.31 SO.12
299 PRODUCT SUPPORT 223 293.5 SO.OO 1.3 SO.OO SO.OO
373 4 7.8 SO.70 2.0 SO.18 SO.09
390 21 88.7 sa.41 4.2 SO.40 SO.09
392 VOICE MAIL 2500 4864.7 S7.71 1.9 SO.OO SO.OO
399 35 39.1 S10.84 1.1 SO.31 SO.28

+ --_..-._.- - _..__ __ _ __.--.._-- .. -_ -- ---------+
IREPORT TOTAL

I
I
I

COUNT
13306

MIN
47623.9

COST
$4788.41

MIN!
CALL
3.6

COST!
CALL

SO.36

COST!
MIN

SO.10
+ __ __ _._--_.--.-_.-.- .. -._-_.. __ .. --_ _-_ ..- _-_ ..__ ._._ -.. --- _.-----_.--._-+

. ..



809 Calls

Xiox CorPQration
577 Airport Blvd
Burlingame,CA 94030
(415) 375-8188

CALL DATES: 1/1/92 threugh 1/31/92
DATA FILE NAME: C:CALLDATA.DAT
SORTED BY: Dialed NUJar, Extension

PAGE 1
DATE PRINTED: 04-01-1992 at 18:18:04

EXTENSION DATE TIME DAC DIALED NUMBER CITY/STATE MIN COST

244 1114/92 8:59 9 (809) 258-9375 caguas, PR 0.2 SO.30
244 1116/92 10:01 9 (809) 258-9375 Caguas, PR 0.3 SO.30
244 1/16/92 10:44 9 (809) 258-9375 Caguas, PR 0.3 SO.30
244 1/16/92 5:12p 9 (809) 258-9375 Cagues, PR 0.3 SC.20
244 1/21192 10:11 9 (809) 258-9375 Caguas, PR 0.2 SO.30
244 1/27/92 8:54 9 (809) 258-9375 Caguas, PI 0.3 SO.30
244 1/27/92 8:59 9 (809) 258-9375 CagU8s, PI 0.4 SO.30
244 1129/92 1:04p 9 (809) 258-9375 Caguas, PR 0.3 SO.30

MIN/ COST/ 'COST/
DIALED NUMBER CITY/STATE COUNT COST MIN CALL CALL MIN
(809) 258-9375 Caguas, PR 8 S2.30 2.3 0.3 SO.29 S1.00

...-..-._-.--.._--.----_.-.-----.---------------------------------.--.----------------.--------_._--------.-_.------------------...

221 1/07/92 3:55p 91 (809) 787-4001 Bayamon, PR 0.7 SO.30
221 1/09/92 10:26 91 (809) 787-4001 Bayamon, PR 2.6 SO.88
221 1124/92 11:55 91 (809) 787-4001 Bayamon, PR 2.6 SO.88

MIN/ COST/ COST/
DIALED NUMBER CITY/STATE COUNT COST MIN CALL CALL MIN
(809) 787-4001 Bayamon, PR 3 S2.06 5.9 2.0 SO.69 SO.35

----_.---_.----_.------_._--------_.---------------------------------------.------------._---------------._._._._---_.----------

260 1/10/92 11:03 91 (809) 926-9632 Jamaica, JM 29.3 S22.84
260 1115/92 11:36 91 (809) 926-9632 Jamaica, JM 4.0 S3.34
260 1/24/92 1:46p 91 (809) 926-9632 Jamaica, JM 3.6 53.34
260 1/27/92 8:29 91 (809) 926-9632 Jamaica, JM 0.3 S1.09
260 1127/92 8:30 91 (809) 926-9632 Jamaica, JM 28.5 S22.09
260 1127/92 8:58 91 (809) 926-9632 Jamaica, JM 0.3 S1.09
260 1127/92 8:59 91 (809) 926-9632 Jamaica, JM 0.3 S1.09

260 1127/92 8:59 91 (809) 926-9632 Jamaica, JM 5.7 $4.84

260 1/27/92 9:05 91 (809) 926-9632 Jamaica, JM 0.3 S1.09
260 1/27/92 9:07 91 (809) 926-9632 Jamaica, JM 3.0 52.59
260 1/27/92 10:03 91 (809) 926-9632 Jamaica, JM 1.2 $1.84
260 1/27/92 11 :38 91 (809) 926-9632 Jamaica, JM 2.9 S2.59
260 1/29/92 12:44p 91 (809) 926-9632 Jamaica, JM 4.9 $4.09

260 1/31/92 8:13 91 (809) 926-9632 Jamaica, JM 1.8 51.84..



809 Calls

PAGE 2
DATE PRINTED: 04-01-1992 at 18:18:04

DIALED NUMBER
(809) 926-9632

CnY/STATE
Jamaica, JM

COUNT
14

COST
573.76

MIN
86.1

MINI
CALL
6.2

COST/
CALL

55.27

COSTI
MIN

SO.86

+-------------------------------------------------------------------------------------------------+
IREPORT TOTAL

I
I
I

COUNT
25

COST
578.12

MIN
94.3

MINI
CALL
3.8

COSTI
CALL

53.12

COSTI
MIN

SO.83

+-------------------------------------------------------------------------------------------------+

. ..



During the 19805. American busi
ness became well aware of hackers on computer
networks and the millions of dollars in damage
and expense they cause. The '90s have ushere
in a new corporate thief: the telephone hacker.

Until recently, telephone fraud was mostly
limited to employees pladng long or expensive
personal calls during business hours. Telecom
managers learned that they could significantl
reduce telephone costs from employee abuse b
using call accounting and reporting systems
uncover expensive personal calls. Those simp

et 0

Inward System Access (DIS
PBXs. By using acomputer
number and then attempt t
by feeding in possible codes,

nero By running a weekly
igh long distance charges
Iy apparent. Call account
nalyze and sort your call
limited fashion and al

omized reports can give
flexibility to stay ahead

, weekly summary reports
traffic will highlight any

xtensions, which may also
, and which in any case

compatrywhich experienced and over
ephone hackers is Advanced Micro De
Sunnyvale, C~. In April of 1990, Renee

ager of Telecommunications Applica-



tions and Services at AMD, was notified by their
long distance carrier, AT&T, that they may have
a toll fraud problem. After examining their long
distance bills, Renee noticed increased intern
tional traffic, greater than their calling activi
warranted,

Determining how the hacker was obtainin
access to their AT&T Definity PBX switch wasn
an obvious matter. Seay arranged to purchase
Xiox call accounting system to help identify
problem, as well as track and report on their n
mal telecommunications traffic.

and discovering their points of access, She placed
ditional securitYon dial access trunks to block
lis being made from the PBX, and hoped this
ould provide the n.ecessary barriers.

Unfortunately, the hacker was both persis
ent and experienced. Within a month, the
eekly reports showed unusual trunk traffic and

all records.
The hacker had found another way in! By

rinting the call detail reports on the trunk with
unusual activity, Seay was able to see each of
their attempts, both their methodolo pat-

now in control of t
phone costs.

Canclusia
Hacking is not

of clever adolescen
skilled engineers a
just an occasional
part of the daily
national operati
American camp

All three

PBX, and thus their tele-

the after-school activity
is also the occupation of

rofessionals. And it is not
to Tibet, but an ongoing
ss of a sophisticated inter-
gal telephone charges cost
'llions of dollars per year.

long distance carriers sug
s to t .



XIOX CORPORATION
Inside Sales Representatives

Ben Slick - VP ofSales; Bob Boyd - Manager (415)375-8188

Alaska 907
Hawaii 808

x/ox
Headquarters

213
619
818
805

XIOX CORPORATION
577 Airport Blvd.
Suite 700
Burlingame, CA 94010
(415)375-8188

x/ox
Eastern Operations

XIOX CORPORATION
150 Dow Street
Manchester, NH 03101
(603)624-4424


